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Abstract: Currently, Unmanned Aerial Vehicles (UAVs) are
gaining a lot of attention due to their different potentialities
and use cases. We can use UAVs to track intruders, to capture
images and videos in harsh areas and to boost the coverage of
existing cellular systems. For all these context and scenario
security of the communication system between UAV and its
ground control station (GCS) is primordial. The standardized
point-to-point communication protocol between UAV and the
GCS named MAVLINK has several vulnerabilities.
MAVLINK used to carry telemetry, to control, and to
command small UAVs. UAV-GCS communication link could
be attacked. In this context, this paper proposes MAV-DTLS
mechanism to enhance the security of the communication
links between UAVs and the GCS. We have described the
main issues of our proposed solution that empowers secure
communication between UAV and GCS. The obtained result
proof that MAV-DTLS resist to the different studied attacks
(DOS, GPS spoofing, MItM, Data modification).

Keywords— Unmanned Aerial Vehicles; UAV; Ground
control station, Vulnerabilities, Security, MAVLINK.

I. INTRODUCTION

Recent years have witnessed the exploding growth of the
deployment of The Unmanned Aerial Vehicles (UAVs) [1]
due to their adaptability, easy installation, low maintenance,
and operating costs. The use of UAVs affords new ways for
diverse context such as civilian [2], military [3],
environmental, agriculture [4-5], smart transportation [6-7],
disaster monitoring [8], and telecommunication systems [9-
10]. The diversity of UAVs applications [11] pinpoints the
importance of UAVs and the necessity to secure UAVs based
solutions. This widespread of UAVs application accompanied
with research activities increase to provide more utility and to
resolve UAVs related challenges. Diverse architectures could
be considered providing communication links between UAVs
and GCS. Figurel, highlights UAVs architectures. In general,
UAVs are remotely controlled via messages sent from a
Ground Control Station (GCS) using MAVLink (Micro Air
Vehicle Link) [12] protocol that offers powerful features for
monitoring and controlling UAVs missions. The majority of
autopilot systems mainly ArduPilot and PX4 integrate
MAVLink. However, this protocol designed without any
attention to the security and the availability challenges.
Accordingly, several contributions proposed to enhance the
security of the MAVLink protocol. In this context, the main
contribution of this paper is to propose MAV-DTLS to prevent
MAVLink from some attacks.
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Figure 1: UAVs architectures

The rest of this paper organized as follows. Section 2
highlights related works securing the MAVLink protocol.
Section 3 describes the main concepts related to UAVs-GCS
communication system. Section 4 overviews and pinpoints the
main features of the MAVLink protocol and the difference
between its versions. In section 5, we proposed a new
approach called MAV-DTLS enhancing the security level of
the UAV-GCS communication link. We provided the
implementation details and the experimental results. Finally,
we conclude the paper in section 6.

II. RELATED WORKS
Currently, developers and researchers are interested in
designing intelligent control systems automating UAVs.
Special focus was dedicated to the MAVLink protocol
enhancements and extensions. Thus, several contributions
were proposed in the literature. Some of these works
addressed security issues and suggested approaches enhancing
the MALink security level. In this section, we present an
outline of the research proposals that dealt with the MAVLink
protocol security issues. SMACCMPilot [13] is the first secure
UAV project that invokes GIDL as the application-level
protocol. GIDL adjusts MAVLink and uses AES GCM for
authentication and encryption. The main drawback of this
solution is portability and compatibility. To deal with the
compatibility issue, Meier et al. [14] proposed sSsMAVLink that
deploys the same encryption algorithm as GIDL. The main
difference is that GIDL encrypts the payload, the header and
the CRC. However, sMAVLink encrypts only the payload.
The MAVLink version 2.0 (2017) adds Packet Signing as a



security feature. Authors in [15] assessed the lightweight
MAVLink protocol security vulnerabilities and suggested
MAVSec that integrate security features to the MAVLink
protocol. It adds encryption algorithms (i.e. AES-CBC, RC4,
AES-CTR and ChaCha20) to ensure the confidentiality of the
MAVLink exchanged messages between the GCS and UAVs.
They implemented MAVSec in Ardupilot. According to the
authors, ChaCha20 compared to other encryption algorithms
performs better, preserves memory and saves the battery for
the resource-constrained UAVs. Authors in [16], sketched
requirements of UAVs security solution and analyzed the
effect of cryptographic functions on the UAVs traffic volume
and energy consumption. Besides that, they suggested a novel
instruction diversity solution that secure UAVs with zero
overhead. Although, there are several proposals to secure
MAVLink, based on our knowledge’s there is not a holistic
solution that countermeasures all MAVLink threats.

ITI. UAVS COMMUNICATION SYSTEMS

Certain UAVs applications, such as surveillance of hostile
areas, necessitate collaboration and synchronization between
UAVs network and other types of networks for example
Wireless Sensors Network (WSN), 5G networks, LEO satellite
networks to enhance UAVs connectivity and coverage. Thus,
a typical UAVs communication system will incorporate
several networking technologies offering connectivity between
UAVs and a GCS. In general, a continuous bidirectional link
must be established between UAVs and a GCS to collect all
the details about the aircraft status, real-time telemetry data
and to send the suitable commands during flight. The
downlink, from the UAV to the GCS, is dedicated to
telemetry. It contains flight data collected by the UAV such as
the geographical position and the video streaming captured by
the camera during flight. However, the uplink, from the GCS
to UAV reserved to commands that are sent to interact with
the UAV (e.g. changing the direction of the UAV, reducing
the UAV speed...). The communication between UAV and
GCS should operate in a protected spectrum due to the critical
implemented functions. Furthermore, to enhance robustness
and reliability a backup link via satellite should be
implemented. Besides that, advanced security mechanisms
should be employed to avoid ghost control scenario in which
the UAVs are monitored by unauthorized agents.
The main communication protocols for data exchanging
between GCS and UAV are either MAVLINK protocol or the
STANAG 4586 protocol. Contrary to MAVLink, STANAG
protocol is not an open source protocol. Therefore, in our
work we will focus on the MAVLINK protocol.

IV. MAVLINK MAIN CONCEPTS

MAVLink is a lightweight an open source protocol deployed
for bidirectional communications between cooperative UAVs

or between a GCS and UAVs. In this paper, our focus is
related to the communication between a GCS and UAVs,
more details regarding UAVs communication system are
presented in our previous paper [17]. There are two MAVLink
versions (1.0 and 2.0.). MAVLink 1.0 released in 2009 by
Lorenz Meier and the recommended version MAVLink 2.0
protocol is released in 2017 and is the current one. MAVLink
2.0 improves the security level compared to MAVLink 1.0.

A- MAVLink 2.0 Packet structure:

MAVLink 2.0 packets contain three parts: a header holds
information about the message; a payload embraces data
carried out by the message and a trailer including a checksum
to guarantee that the message not be altered during its
transmission and a signature to verify the data integrity and
the authenticity of the source of the message (originated from
trust node). A MAVLink packet has a variable length varying
from 11 bytes to 297 bytes depending on the parameters that
are exchanged (sent or received). The MAVLink 2.0 packet

include the following 12 fields: (1) STX (I byte, the beginning of the
packet); (2) LEN (1 byte, the payload length); (3) INC FLAGS (I byte,
incompatibility flags); (4) CMP FLAGS (1 byte, compatibility flags); (5) SEQ
(1 byte, packet sequence); (6) SYS ID (1 byte the sender ID); (7) COMP ID
(1 byte, the component ID); (8) MSG ID (3 bytes, the message identifier); (9)
Payload (0255 bytes, the sender ID); (10) CKA (1 byte, Cheksum with
seed value A); (11) CKB (1 byte, Cheksum with seed value B) and (12)
Signature (13 bytes, Useful for message authentication).

B- Messages Types:

Furthermore, MAVLink 1.0 encodes message types using 8
bits ID. However, MAVLink 2.0 encodes message types
using 24 bits ID. MAVlink define two categories of messages:
(1) Commands and control messages sent by the GCS to the
UAV to execute specific actions by the autopilot. (2)
Telemetry and state information messages transmitted from
the UAV to the GCS (for example UAV.ID, and
UAV.altitude). A detailed list of MAVLink messages is
available in [18]. For interoperability issue, MAVLink define
higher-level protocols known as "microservices"[18] that are
used to exchange various types of data, including parameters,
trajectories, images, missions, other files. Most services are
client-server pattern. Table 1 and table 2 illustrate respectively
the selected commands and state messages and that we have
used in our experimental study and that are vulnerable to

several attacks.
Table 1: Important MAVLink Command

Command , ID Description
Take off # 22 Orders the UAV to takeoff at an altitude specified by
Parameterl.
LAND # 21 Orders the UAV to land to the ground

GET-HOME # 410 Orders the UAV to send its home position, that is the

first waypoint in the mission list

SET-HOME # 179 Changes the UAV home position either to the current

location or to a specified location.

PREFLIGHT _REBOOT_SHU
TDOWN # 246

Obliges the UAV to reboot or to shutdown of system
components.

DO_CHANGE_SPEED #178 Change speed and/or throttle set points.




Table 2: Important MAVLink State messages

HEARTBEAT #0 SYS_STATUS #1 Global_POSITION_
NED #33

Indicates the filtered
GPS coordinates

Indicates if the UAVs is
alive or not. It is sent every

Defines the UAV states (onboard
sensors, battery status and the

second. remaining voltage and the quality | delivered by the GPS
of the communication links) sensor
type field type field type field
uint8 t | type Uint32_t Sensor_present float Time_boot-
ms
uint8_t | AutoPilot Uint32_t Sensor_present float Latitude
uint® t | base-mode Uint32 t Sensor_health float Longitude
uint32_t | custom-mode Uintl16_t load float Altitude
uint8_t | Sys_status Uint16_t Voltage battery float Relative-
Altitu
uint® t | Mavlink version | Uint16 t Current_battery 16 bits | Vx
Uint64_t | Last update Uint8_t Battery _remaining | 16 bits | Vy
Uintl16_t Drop_rate comm | 16 bits | Vz
Uint16_t Errors_com 16 bits | Heading
Uint64 t Last update

V- MAVLINK DATAGRAM TRANSPORT LAYER

SECURITY MECHANISM (MAV-DTLS)

The main purpose of our proposed security mechanism for
MAVLINK called MAV-DTLS (MAVLINK Datagram
Transport Layer Security) is to ensure a secure
communication between the GCS and the UAV. To deal with
this, the proposed mechanism must include all the security
services:  authenticity, confidentiality, integrity and
availability. The proposed mechanism secures both commands
and data exchanged between the GCS and UAV. Thus, the
proposed solution based on encapsulating the MAVLINK
protocol with a secure protocol called DTLS (Datagram
Transport Layer Security) which use UDP as a transport layer.
A- DTLS Basic Concepts

DTLS is an enhancement protocol of the existing TLS
(Transport Layer Security) that provides a cryptographic layer
on the top of UDP. Recently, several works [20] proposed to
deploy DTLS to secure IoT communications. DTLS offers the
possibility to transfer data and to complete key negotiation
process over a single datagram channel by providing a
mechanism to negotiate cryptographic algorithms and key
negotiation. DTLS contains two essential protocols:
Handshake protocol and Record protocol.

- Handshake Protocol: used for negotiating cryptographic
algorithms, compression parameters and secret key in DTLS
as shown in figure 1. DTLS executed in the first step to
manage the authentication and key exchange process required
for establishing a secure communication. The Handshake
protocol encapsulates Alert and ChangeCipherSpec protocols.
Alert protocol is used for reporting errors messages whereas
ChangeCipherSpec offers the possibility to change the cipher
suite already used by the client (UAV in our case) and the
server (GCS in our case). After finishing the handshake
process successfully, data sent to record protocol. The DTLS
handshake protocol is similar to the basic TLS handshake
mechanism with three major changes:

o Stateless cookie exchange to prevent denial of service.

o Message fragmentation and re-assembly.

¢ Adding a timer to deal with packet loss while retransmission
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Figure 1: DTLS Handshake protocol

Concerning the cookie exchange, DTLS uses a technique that
has been used in several protocols such as Photuris. Before the
initial handshake message, the client must replay a “cookie”
already provided by the server in order to demonstrate that it is
capable of receiving packets at its claimed IP address. In some
cases, the size of handshake messages is too large to fit in a
single DTLS record. Therefore, it must be fragmented across
multiple records. The DTLS handshake layer is responsible for
reassembling these records into a coherent stream of complete
handshake messages. DTLS implements retransmission using
a timer at each end-point (client and server). Each end-point
keeps retransmitting its last message until a reply is received.

- Record Protocol: takes the responsibility to transport data
between the client and the server using the parameters already
quoted during the handshake phase. The record protocol
consists of fragmentation, compression (optional) and
encryption of data. The security provided by using cipher
suites. A cipher suite is a collective name of algorithms in
term of key exchange, authentication, encryption, and message
authentication. In DTLS, all the algorithms are negotiated
between the client and the server during the handshake phase.
The main security elements provided by cipher suite are
asymmetric algorithms (used for key exchange and
authentication between the client and server), symmetric
algorithms (used for encryption and decryption exchanged
messages), MAC algorithms (for message authentication and
integrity) and compress data.

B- MAV-DTLS Implementation

1- Deployed Software’s

According to the literature, there are several simulation tools
[20] and frameworks permitting the test and the evaluation of
the performance of UAVs systems. In this work we will
consider Software In The Loop (SITL) paradigm. SITL,
provides simulators for the ArduCopter, ArduPlane, and
ArduRover. The SITL allows studying the behavior of the
drone without any special hardware. It is a build of the drone’s
operation system using a C++ compiler. SITL provides access
to development tools, such as interactive debuggers, static
analyzers, and dynamic analysis tools. This makes developing
and testing in ArduPilot much simpler. We have also used the
QGroundControl, MAVProxy, FlightGear, PyMAVLINK,
Rasbian Debian Stretch and Scapy.




- QGroundControl: is a GCS application. It provides
configuration for both PX4 Pro and ArduPilot firmware
supporting the MAVLINK protocol.

- MAVProxy: is an open source, command-line GCS based on
Python that allows a pilot to command and control any UAV
that supports the MAVLINK protocol.

- FlightGear: is an open source multi-platform flight simulator.
This flight simulator created using custom 3D graphics code
with integrating an XML file illustrating UAVs features.

- Pymavlink: is a python library for the MAVLINK protocol
which allows creating a python script to extract and analyze
data from sensors and send commands to the UAV.

- Raspbian is a free operating system (OS). It represents a set
of basic programs that allows the Raspberry Pi running.

- Scapy permits the user to forge, capture, sniff, construct,
decode packets and send them across the network.

2- Simulation Environment

We have used two PCs and a Raspberry PI card. The first PC
(with 4 GB of RAM) acts as GCS in which we have installed
the QGroundControl simulator to command and control the
different parameters of the UAV (altitude, speed, location...).
The second PC (with 4 GB of RAM) acts as an UAV in
which we have installed the Flightgear as UAV simulator that
permit us to visualize the UAV in real time and in a real
environment with its opportunity to display the scene in 3D.
The Raspberry PI card acts as an attacker as shown in figure 2.
In the Raspberry PI card model B (with 4 GB of RAM and
Raspbian OS) we installed MAVproxy and scapy. We
implemented four categories of attacks: authenticity (GPS
spoofing), confidentiality (Man-In-The-Middle), Integrity
(modification of existing information), and availability (DOS).

MAVLink Profocol

Status Information and telemetery data

Figure 2 Simulation Environment

3- Integrating DTLS with MAVLINK

In the following, we implement the DTLS on the MAVlink
protocol. We use the DTLS implementation provided by
OpenSSL toolkit with two libraries: (i) liberypto, which
provides cryptographic algorithms, and (ii) libssl that
implements DTLS, SSL (Secure Sockets Layer) and an online
command interface (openssl). Through this library, we choose
RSA for the key exchange. In addition, in order to sign our
public key already generating, we used the self-signed
certificate (X509). This certificate used for identity validation
only the owner of this certificate is able to encrypt the data or
commands. We used AES-128 to ensure the confidentiality of
the exchanged data and commands. We used a message
authentication code (MAC) algorithm to provide message
authentication and integrity.

C- MAV-DTLS Performance Evaluation

We have compared the average energy consumption and the
latency when our MAV-DTLS algorithm is deployed and the
case when MAVLINK is used without security, we notice that
our protocol has no negative impact on the delay and the
energy consumption as illustrated in table 2.

Table 2: MAV-DTLS effect on the energy consumption and on the delay

Attack type Average power consumption Average latency
No attacks (ref) 515 watt 0.25s
MAV-DTLS 528 watt 0.27 s

Our main goal through MAV-DTLS is to secure the
communication between GCS and UAV against attacks that
can target security services. Accordingly, we assess the
vulnerability of the MAVLINK protocol by implementing
different attacks (we consider two scenario: (1) without MAV-
DTLS and (2) with MAV-DTLS). The GCS sent periodically
a heartbeat message to the UAV to -evaluate the
communication link with the UAV. The attacker sent heartbeat
message in an intensive way to the UAV. Through the
heartbeat message, a communication link established between
the attacker and the UAV. Accordingly, the attacker will be
able to send any types of command.

1- GPS Spoofing attack

After getting access to the communication link, the attacker
sends MAV_CMD NAV_WAYPOINT and changes the
parameters values related to the longitude and latitude. In the
first case (without MAV-DTLS), the attacker succeed to
modified the itinerary of the UAV. In figure 3 (a) the dashed
lines correspond to the hacked itinerary. When MAV-DTLS is
used the attacker sends MAV_CMD NAV_WAYPOINT and
waits for a response from the UAV. Since the UAV knows
that this device isn’t the real GCS it neglects this unauthorized
command that has not the certificate already agreed by the
UAYV and the GCS. In this case, the UAV continuous normally
her mission without changing her position (Figure 3 (b)).

(a) MAVlink doesn’t resist to GPS (b)MAV-DTLS resist to GPS
Spoofing attack Spoofing attack
Figure 3: GPS Spoofing attack

2- Data Integrity Attack

When the GCS sent a command to the UAV, the attacker
block that command by preventing it to arrive into the UAV.
Then, the attacker modifies the UAV ground speed using the
following command: MAV CMD DO CHANGE SPEED. This
command has seven parameters and each one refers to a
specific type of speed. During landing, the GCS sent a
command containing the UAV landing speed, the attacker
extracts the ground speed sent from the GCS to the UAV and
changed it. In the first case (without MAV-DTLS), the
attacker succeeds and modifies the landing speed from 4.8 to




14.8 figure 4 (a). In the second case (with MAV-DTLS), even
if the attacker captures the commands sent from the GCS to
the UAV, is unable to change the information included in
these commands since all the information are encrypted and
only the UAV is able to decrypt this information. As
mentioned in the figure 4 (b), the speed has not changed.
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(b)MAV-DTLS resist to the integrity attack
Figure 4: Integrity attack

3- DoS attack
The attacker sends a heartbeat messages to the UAV for
establishing a communication link with the UAV. In the first
case (without MAV-DTLS), the attacker sends heartbeat
message to connect to the UAV. The UAV became
unresponsive to the GCS due to the violation of the system’s
availability. Then, the attacker sends a command, which
obliges the UAV to reboot. This command is called
MAV_CMD_ PREFLIGHT REBOOT SHUTDOWN (using
the first parameter that restarts the UAV). This attack causes
the crash of the UAV as illustrated in figure 5 (a). In the
second case (with MAV-DTLS), since the UAV knows that
the heartbeat messages are coming from an unauthorized
person therefore it will neglect these command. In this case,
the attacker cannot access to the UAV and it waits to receive a
response from the UAV as shown in figure 5. (b).

(a) MAVlink doesn’t resist to the DoS attack (UAV Crash)
dali@dall-X54 1UVK: ~/Bureau = m $)(22%) @) 1313 %

dali@dali-X541UVK: S python dos.py
Walting Heartbeat

(b)MAV-DTLS resist to the DoS attack
Figure 5: (DoS attack)

VI. CONCLUSION

In this paper, we highlighted the main concepts of MAVLink
2.0 with focus on specific messages and command allowing
the implementation of attacks. To secure MAVLink we
proposed a new mechanism called MAV-DTLS. We described
its main features as well we proved its immunity against
attacks. Furthermore, we proved that the MAV-DTLS has a
negligible effect on the energy consumption and the latency.
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